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Attack Category

» Path spoofing or confusion problem

Vulnerability Categories

* |Indeterminate File/Path
¢ TOCTOU - Time of Check, Time of Use

Method of Attack

Softwar e Context

L ocation e ntshrui.dll (available only on Windows XP)

Description Used to determine whether to show the "Share this
folder" option in web view.
CanShareFolderW is vulnerable to TOCTOU
attacks.

APls FunctionName Comments

CanShareFolderW check

The key issue with respect to TOCTOU
vulnerabilitiesis that programs make assumptions
about atomicity of actions. It is assumed that
checking the state or identity of atargeted resource
followed by an action on that resourceis al one
action. Inreality, thereisa period of time between
the check and the use that allows either an attacker to
intentionally or another interleaved process or thread
to unintentionally change the state of the targeted
resource and yield unexpected and undesired results.

In the case of CanShareFolderW, an attacker may
be able to substitute a shareable folder with a non-
shareable one, thereby getting access to folders that
should not be available.

Exception Criteria

Solutions

Solution Solution Solution

Applicability |Description Efficacy

Appearsto Utilize afile Appearsto

be generadly descriptor be generally

applicable. version of effective.
check and use
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functions, if
possible.
Generally The most basic | Does not
applicable. advice for resolve the
TOCTOU underlying
vulnerabilities |vulnerability
isto not but limits the
perform a false sense of
check before | security given
theuse. This | by the check.
does not
resolve the
underlying
issue of the
execution of
afunction on
aresource
whose state and
identity cannot
be assured, but
it does help
to limit the
false sense of
security given
by the check.
Generaly Limit the Does not
applicable. interleaving eliminate the
of operations | underlying
onfilesfrom |vulnerability
multiple but can help
processes. make it more
difficult to
exploit.
Generally Limit the Does not
applicable. Spread of eliminate the
time (cycles) | underlying
between the vulnerability
check and use |but can help
of aresource. | makeit more
difficult to
exploit.
Generally Recheck the Effectivein
applicable. resource after | some cases.
the use call
to verify that
the action
was taken
appropriately.
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Signatur e Details STDAPI CanShareFolderW( LPCWSTR pszPath);

Examples of Incorrect Code STDAPI return val ue;

LPCWSTR pszpath =

"pszpath_to _fol der_to_be checked
i nt check_st at us;

struct stat statbuf;

[0 ]

check_st at us=st at (pszpat h,
&st at buf) ;

[

/ *Attacker makes change during
this tinme*/

return_val ue =

CanShar eFol der W pszpat h) ;

/* Check return value S K
S FALSE, or HRESULT error */

Examples of Corrected Code STDAPI return val ue;

LPCWETR pszpath =
"pszpath_to fol der _to_be checked

[...]

return_val ue =

CanShar eFol der W pszpat h) ;

/* Check return value S X,
S FALSE, or HRESULT error */

Sour ce References * MSDN CanShareFolderW Function?
Recommended Resour ces Resource Name Resource Link
Discriminant Set Operating Systems Windows XP Home

¢ Windows XP Pro

L anguage
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